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CHILD ABUSE PREVENTION

The priority of Boys & Girls Clubs of Dorchester (BGCD) is the physical and emotional safety
of its members, staff and volunteers. BGCD maintains a zero-tolerance policy for child
abuse and has policies and procedures in place for members, employees, volunteers,
visitors or any victims of sexual abuse or misconduct to report any suspicion or allegation
of abuse.

SCREENING POLICY AND ANNUAL CHILD SAFETY TRAINING

All staff members, except minors, and volunteers with direct repetitive contact with
members are subject to background checks and are required to take child safety training
annually. The specific information regarding background checks and training is set forth
the BGCD Employee Handbook.

DRUG AND ALCOHOL POLICY

BGCD is committed to providing a safe environment for members, staff, and volunteers.
To further ensure their safety, the organization maintains a drug- and alcohol-free
workplace that complies with the Drug-Free Workplace Act of 1988. The unlawful or
improper use of drugs — including marijuana, controlled substances, or alcohol in the
workplace — presents a danger to everyone. BGCD’s Drug and Alcohol Policy is set forth in
its entirety in the BGCD Employee Handbook.

PROHIBITION OF PRIVATE ONE-ON-ONE INTERACTION POLICY

Most abuse occurs when an adult is alone with members. BGCD prohibits isolated one-on-
one interaction between Club participants and staff or volunteers, including board
members. Staff and volunteers should abide by the following rules:

e Avoid physical affection that can be misinterpreted. Limit affection to high-fives and
handshakes.

e Document and immediately report any unusual incidents, including disclosures of abuse
or maltreatment. It is your responsibility to bring any violation of this policy to your
supervisor.

e Staff should not offer money to members. Staff should also not send members out of the
buildings for any type of errand, nor should staff, if asked, accompany any member to an
off-site location.

e Staff or volunteers should not have private meetings or communication with a member.
This includes in-person meetings and virtual communications such as texting, video chat,
and social media. When a meeting or communication is required, include a third person in
the meeting or communication.
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e Never transport one Club member at a time, including transportation in Club or leased
vehicles or personally owned vehicles. Never take a ride from a Club participant.

All staff and volunteers, including minor staff (under age 18), are strictly prohibited from
meeting Club participants outside of any Club-sponsored activities. The only exception to
this rule is if the Club participant is a child or sibling of a staff member or volunteer

Exceptions to Policy
Exceptions to the one-on-one policy can be made under the following circumstances:

¢ When delivering medical or counseling services by a licensed, trained therapist
or similar professional (e.g., counselors, social workers). These requests should be
coordinated with the respective Building Manager.

¢ When the emotional or physical safety of a member is at risk and a private, one-
on-one communication/supervision is deemed necessary by Club leadership.

Should exceptions need to be made, the Club shall have policies in place to monitor
interactions, including but not limited to:

e Disclosing the meeting to BGCD leadership and regularly checking in with the
member and adult by a Building Manager.

e Placing time limits on the length of time to the respective exception.

* Meeting in rooms with clear sight lines.

e Documenting the interaction.

* In an emergency, disclosing the situation to another staff member before
engaging in one-on-one interaction.

Remember, these steps are in place to protect our members as well as our staff.

Should any minor employee, adult staff, volunteer or board member violate this policy, the
Club will take appropriate disciplinary action, up to and including termination.

SUPERVISION POLICIES

BGCD recognizes that monitoring and supervision are critical functions of abuse
prevention and provide protection to members, staff, volunteers and the Club itself.
When interactions are monitored, allegations of abuse or wrongful acts are more easily
and accurately investigated and resolved. The purpose of this policy is to develop
procedures and practices that minimize the risk of abuse or accidental injury to children
and members while they are participating in club sponsored events, protect staff from
mistaken or groundless allegations, reduce BGCD’s liability, and build parent/guardian and
volunteer confidence in our programs. To ensure the safety and well-being of all
members, this policy applies to all staff that work with or supervise club members.
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Adherence to these will ensure fairness and consistency in protecting our members and
staff.

STAFF TO MEMBER RATIOS

Staff to Member Ratio vary by age and activity as follows:

® Members over 13 years old -- 1:20

® Members between the ages of 6 and 12 years old -- 1:16
® Members between the ages of 4 and 5 years old -- 1:13
e Field trip staff to member ratio regardless of age -- 1:10

Each program will follow the ratio requirements that are directly related to the goals of
the program and the design of the program area. The employee/volunteer-to-member

ratios should be adjusted for programs that serve members with special needs.

TRANSITIONING IN AND BETWEEN BUILDINGS

When members transition in and between buildings during the after-school rotation
times, adult staff will walk members to the other building ensuring we provide adult
supervision of members and maintain the rule of three at all times.

ENTRANCE AND EXIT CONTROL

All facility entries and exits shall be controlled and monitored by adult staff (18 or over)
during all hours of operation, along with a system to monitor and track everyone who is in
the facility. All exit doors shall have an audible alarm to discourage unauthorized use to
exit or enter the facility. Only designated adult staff (18 or over) shall be authorized to
possess keys and/or badges to open any facility. If an employee is supervising a scheduled
activity, they shall be responsible for the security of their program space.

RESTROOM USAGE

BGCD is committed to providing a safe, clean environment and enforces the following
restroom policy for members, staff, volunteers and other adults.

J There will be either a designated adult restroom or procedures to ensure adults and
minors never utilize a restroom at the same time.

J Club will either have single-user restrooms or multi-user restrooms with single stalls
that can be secured from the inside.

. When using restrooms at public facilities during field trips, a minimum of three

youth will be escorted by one staff member, who will wait outside the main
entrance of the restroom.
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RESTROOM AND LOCKER ROOM MONITORING

Restrooms and locker rooms shall be regularly monitored by designated staff according to
a schedule set by Club leadership. Monitoring includes walk-throughs, inspections and/or
any (but not necessarily all) of the best practices outlined below:

. Implementing procedures to limit the number of children using restrooms at the
same time.

. Prohibiting younger children and teens from sharing a restroom.

J Positioning staff near restroom entries to maintain auditory supervision of space.

. Designing or renovating multi-user restrooms to eliminate outer doors, while

maintaining privacy with individual stalls.

Staff observing unacceptable restroom conditions or incidents shall:

] Immediately notify Club leadership of the incident.

J Document, in writing, restroom conduct incidents and report them to Club
leadership as soon as possible in compliance with the Club’s Incident Reporting
Policy.

MANDATED REPORTING

All employees of BGCD are considered mandated reporters. When a suspicion of possible
child abuse/neglect involving a member is brought to the attention of any staff member,
the staff member must immediately notify the Chief Operating Office, the Senior Vice
President of Education, Inclusion & Community Engagement, the Senior Vice President of
Operations or the Vice President of Programming or the Vice President of Youth &
Community Engagement; the notification should include the: (i) date and location of the
incident; (ii) the incident details (if applicable); (iii) witnesses and contact information; (iv)
names of all involved (youth and staff, if applicable) and (v) all notifications made (e.g.
first responders, guardians, etc.). These individuals will take the necessary steps to
investigate, notify the appropriate authorities according to statewide mandated reporting
laws and to BGCA via the critical incident reporting system, within 24 hours. Please do
not address the issue on your own.

INCIDENT INVESTIGATION

Boys & Girls Clubs of Dorchester takes all incidents seriously and is committed to supporting
external investigations of all reported incidents and allegations or internal investigations by
the Safety Committee when not an externally reportable incident. Federal, state and local
criminal and/or mandated child abuse reporting laws must be complied with before any
consideration of an internal investigation. The internal investigation should never be
viewed as a substitute for a criminal or child protective services investigation. In the event
that an incident involves an allegation against a staff member, volunteer or Club member,
the Club shall suspend the individual immediately (employees with pay) and maintain the
suspension throughout the course of the investigation.
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BGCA CRITICAL INDICENT REPORTING

BGCD shall report the following critical incidents to BGCA within 24 hours:

Any instance or allegation of child abuse, including physical, emotional or sexual
abuse, sexual misconduct or exploitation (Club-related or not) against any child by
acurrent employee or volunteer; or any Club-related instance by a former employee
or volunteer.

Any instance or allegation of child abuse, including physical, emotional or sexual
abuse, sexual misconduct or exploitation by a youth towards another youth at a
Club site or during a Club-sponsored activity. Any child who might have been
abducted or reported missing from a Club site or Club-sponsored activity.

Any major medical emergency involving a child, staff member or volunteer ta a Club
site or during a Club-sponsored activity leading to extended hospitalization,
permanent injury or death; or a mental health crisis with a child requiring outside
care.

Any instance or allegation of abuse, including physical, emotional or sexual abuse,
sexual misconduct, harassment or exploitation (Club-related or not) involving any
staff member volunteer or visitor. Any failure to comply with requirements set forth
by childcare licensing agencies or organizations.

Any known or suspected felony-level criminal act committed at a Club site or during
a Club-sponsored activity.

Any misappropriation of organizational funds in the amount of $10,000 or greater,
or any amount of federal funds.

Any criminal or civil legal action involving the organization, its employees or
volunteers, as well as any changes in the status of an open organization-related legal
action.

Negative media attention that could compromise the reputation of the Member
Organization or the Boys & Girls Clubs of America brand.

Any other incident deemed critical by the Member Organization.

Failure to report safety incidents to Boys & Girls Clubs of America could result in a funding
hold or the organization being placed on provisional status.
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TECHNOLOGY ACCEPTABLE USE POLICY

CLUB MEMBER USAGE

Before a member will be allowed to use Club technology equipment or their personal
device, both the member and his/her parent/guardian will need to read and sign the
Technology Acceptable Use policy and return it to the Club. Under the Technology
Acceptable Use policy, the following relevant principles shall apply:

Club devices shall include any and all Club-owned existing and/or emerging technologies
and devices that can take photographs, play, and record audio or video, input text, upload
and download content and/or media and transmit or receive messages or images.

Personally owned devices shall include any and all member-owned existing and/or
emerging technologies and devices that can take photographs, play and record audio or
video, input text, upload and download content and/or media and transmit or receive
messages or images.

Club purposes shall include program activities, career development, communication with
experts and/or Club peer members, homework, and Club activities. Members are
expected to act responsibly and thoughtfully when using technology resources. Members
bear the burden of responsibility to inquire with staff when they are unsure of the
permissibility of a particular use of technology prior to engaging in its use.

Authorized use: Club devices and personally owned devices are permitted for use during
approved Club times for Club purposes and in approved locations only. The Club expressly
prohibits the use of Club devices or personally owned devices in locker rooms, restrooms,
and other areas where there is an expectation of privacy.

Appropriate use: Members may not use any technology to harass, threaten, demean,
humiliate, intimidate, embarrass, or annoy their peers or others in their community. Any
inappropriate use of a Club or personally owned device, as determined by Club staff, can
lead to disciplinary action including but not limited to confiscation of the device,
immediate suspension from the Club, termination of membership or other disciplinary
actions determined to be appropriate to the Club’s existing disciplinary policies including,
if applicable, referral to local law enforcement.

Monitoring and inspection: Boys & Girls Clubs of Dorchester reserves the right to
monitor, inspect, copy, and review any personally owned device that is brought to the
Club. Parents/guardians will be notified before such an inspection takes place and may be
present, at their choice, during the inspection.

Parents/guardians may refuse to allow such inspections. If so, the member may be barred
from bringing personally owned devices to the Club in the future.

Loss and damage: Members are responsible for keeping devices with them at all times.
Staff are not responsible for the security and condition of the member’s personal device.
Furthermore, the Club is not liable for the loss, damage, misuse, or theft of any personally
owned device brought to the Club.
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Any inappropriate or unauthorized use of a Club or personally owned device, as determined
by Club staff, can lead to disciplinary action including but not limited to confiscation of the
device, immediate suspension from the Club, termination of membership or other
disciplinary actions determined to be appropriate to the Club’s existing disciplinary policies,
including, if applicable, referral to local law enforcement.

Members must be aware of the appropriateness of communications when using Club or
personally owned devices. Inappropriate communication is prohibited in any public or
private messages, as well as material posted online. Inappropriate communication
includes but is not limited to the following:

e Obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or
disrespectful language orimages typed, posted, or spoken by members;

¢ Information that could cause damage to an individual or the Club
community or create the danger of disruption of the Club environment;

e Personal attacks, including prejudicial or discriminatory attacks;

e Harassment (persistently acting in a manner that distresses or annoys
another person) or stalking of others;

e Knowingly or recklessly posting false or defamatory information about a
person or organization; or

¢ Communication that promotes the destruction of property, including the
acquisition or creation of weapons or other destructive devices.

If a member is told to stop sending communications, that member must cease the activity
immediately.

Cyberbullying: Members may not utilize any technology to harass, threaten, demean,
humiliate, intimidate, embarrass, or annoy their peers or others in their community. This
behavior is cyberbullying, which is defined as bullying that takes place using emerging
technologies and devices. Any cyberbullying that is determined to disrupt the safety
and/or well-being of the Club, Club members, Club staff or community is subject to
disciplinary action.

Examples of cyberbullying include, but are not limited to:

e Harassing, threatening or hurtful text messages, emails, or comments on
social media.

¢ Rumors sent by email or posted on social networking sites.

e Embarrassing pictures, videos, websites, or fake profiles.

Members may not attempt to gain unauthorized access to the Club’s network, or to any
other computer system through the Club’s network. This includes attempting to log in
through another person’s account or accessing another person’s files. Members may not
use the Club’s network to engage in any illegal act, including, but not limited to, arranging
for the purchase or sale of alcohol, tobacco, or other drugs; engaging in criminal activity;
or threatening the safety of another person. Members may not make deliberate attempts
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to disrupt the computer system or destroy data by spreading computer viruses.

Monitoring and inspection: Boys & Girls Clubs of Dorchester reserves the right to
monitor, inspect, copy, and review files stored on Club-owned devices or networks. In
addition, Boys & Girls Clubs of Dorchester reserves the right to inspect and/or review
personally owned devices that are brought to the Club.

Parents/guardians will be notified before such an inspection takes place and may be
present, at their choice, during the inspection. Parents/guardians may refuse to allow
such inspections, but the member may be barred from bringing personally owned devices
to the Club in the future.

Internet access: Personally owned devices used at the Club must access the internet via
the Club’s content-filtered wireless network and are not permitted to directly connect to
the internet through a phone network or other content service provider. Boys & Girls
Clubs (local name) reserves the right to monitor communication and internet traffic, and
to manage, open or close access to specific online websites, portals, networks, or other
services. Members must follow Club procedures to access the Club’s internet service.

Loss and damage: Members are responsible for keeping the personal device with them at
all times. Staff are not responsible for the security and/or condition of the member’s
personal device. Furthermore, the Club shall not be liable for the loss, damage, misuse, or
theft of any personally owned device brought to the Club.

Parental notification and responsibility: While the Boys & Girls Clubs of Dorchester
Technology Acceptable Use Policy restricts the access of inappropriate material,
supervision of internet usage might not always be possible. Due to the wide range of
material available on the internet, some material might not fit the particular values of
members and/or their families. Because of this, it is not considered practical for Boys &
Girls Clubs of Dorchester to monitor and enforce a wide range of social values in student
use of the internet. If parents/guardians do not want members to access information
beyond the scope of the Technology Acceptable Use Policy, they should instruct members
not to access such materials.

Digital citizenship: Club members shall conduct themselves online in a manner that is
aligned with the Boys & Girls Clubs of Dorchester Code of Conduct. The same rules and
guidelines members are expected to follow offline (i.e., in the real world) shall also be
followed when online. Should a member behave online in a manner that violates the Boys
& Girls Clubs of Dorchester Code of Conduct, that member shall face the same discipline
policy and actions they would if their behavior had happened within the physical Club
environment.

Club-owned-and-operated technology: Members are expected to follow the same rules
and guidelines when using Club-owned technology. Club technology and systems are the
property of the Club, are intended to be used for Club purposes and are to be used during
approved times with appropriate supervision. Club members shall never access or use
Club technology or systems without prior approval.
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Digital citizenship and technology safety training: All members who wish to use a Boys &
Girls Clubs device or equipment will be required to successfully complete a BGCA-
provided digital citizenship and technology safety training. This training is required for all
members annually.

Disallowed apps and/or websites: Members are not allowed to use personal devices
while at the club. Accessible websites and services on devices used by any members are
restricted by blacklist services by content and category.

STAFF AND VOLUNTEER USAGE

Before a staff member can use Club technology equipment or a personal device, he/she
shall read and sign the Technology Acceptable Use policy and return it to the Club. Under
the Technology Acceptable Use policy, the following relevant principles shall apply:

Club devices: Shall include any and all Club-owned existing and/or emerging technologies
and devices that can take photographs, play, and record audio or video, input text, upload
and download content and/or media and transmit or receive messages or images.

Personally owned devices: Shall include any and all staff-owned existing and/or emerging
technologies and devices that can take photographs, play and record audio or video, input
text, upload and download content and/or media and transmit or receive messages or
images.

Club Purposes: Shall include but are not limited to the delivery of program activities,
accessing sanctioned training or career development opportunities, communication with
experts and/or authorized Club staff and for Club purposes or management of other Club
activities, such as member check-in or incident reporting. Staff are expected to act
responsibly and thoughtfully when using technology resources. Staff bear the burden of
responsibility to ask their supervisor when they are not sure of the permissibility of a
particular use of technology prior to engaging in that use.

Authorized use: Personally owned devices are permitted for use during approved Club
times for Club purposes and in approved locations only. The Club expressly prohibits the
use of personally owned devices in locker rooms, restrooms, and other areas where there
is an expectation of privacy.

Appropriate use: Staff may not use any technology to harass, threaten, demean,
humiliate, intimidate, embarrass, or annoy their peers or others in their community. Any
inappropriate use of a personally owned device, as determined by a supervisor, can lead
to disciplinary action including but not limited to confiscation of the device, immediate
suspension from the Club, termination of employment or volunteer assignment or other
disciplinary actions determined to be appropriate to the Club’s existing disciplinary
policies including, if applicable, referral to local law enforcement.

Monitoring and inspection: Boys & Girls Clubs of Dorchester reserves the right to
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monitor, inspect, copy, and review a personally owned device that is brought to the Club.
Staff may refuse to allow such inspections. If so, the staff member may disciplinary action
up to and including termination

Loss and damage: Staff are responsible for keeping devices with them at all times.
Supervisors and the Club at large are not responsible for the security and condition of the
staff member’s personal device.

Furthermore, the Club is not liable for the loss, damage, misuse, or theft of any personally
owned device brought to the Club.

Any inappropriate or unauthorized use of a personally owned device, as determined by a
supervisor, can lead to disciplinary action including but not limited to confiscation of the
device, immediate suspension from the Club, termination of employment or volunteer
assignment or other disciplinary actions determined to be appropriate to the Club’s
existing disciplinary policies, including, if applicable, referral to local law enforcement.

Inappropriate communication includes but is not limited to:

e Obscene, profane, lewd, vulgar, rude, inflammatory, threatening, or sexual
content or disrespectful language or images typed, posted, or spoken by
staff or members.

e Information that could cause conflict.

e Personal attacks, including prejudicial or discriminatory attacks.

e Harassment (persistently acting in a manner that distresses or annoys
another person) orstalking others.

¢ Knowingly or recklessly posting false or defamatory information about a
person or organization.

¢ Communication that promotes the destruction of property, including the
acquisition of weapons or other destructive devices.

If a staff member is told to stop sending communications, he/she must cease the activity
immediately.

Staff must be aware of the appropriateness of communications when using Club or
personally owned devices. Inappropriate communication is prohibited in any public or
private messages, as well as material posted online.

Staff may not use any technology to harass, threaten, demean, humiliate, intimidate,
embarrass, or annoy others. This behavior is cyberbullying, which is defined as bullying
that takes place using existing or emerging technologies and devices. Any cyberbullying
that is determined to disrupt the safety and/or well- being of the Club, Club staff, Club
members or community is subject to disciplinary action.

Examples of cyberbullying include but are not limited to:

e Harassing, threatening or hurtful text messages, emails, or comments on
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social media.
e Rumors sent by email or posted on social networking sites.
¢ Use of embarrassing pictures, videos, websites, or fake profiles.

Communication with Club members: Staff may never use personal devices to
communicate directly with a single Club member. Proper protocol dictates that all
communication between staff and Club members must include an additional staff
member and at least two Club members. This also includes overnight events such as
Keystone Conferences and Youth of the Year events.

Monitoring and inspection: Boys & Girls Clubs of Dorchester reserves the right to
monitor, inspect, copy, and review a personally owned device that is brought to the Club.
Staff may refuse to allow such inspections. If so, the staff member may be subject to
disciplinary action up to and including termination.

Internet access: Personally owned devices used at the Club must access the internet via
the Club’s content-filtered wireless network and are not permitted to directly connect to
the internet through a phone network or other content service provider. Boys & Girls
Clubs of Dorchester reserves the right to monitor communication and internet traffic and
to manage, open or close access to specific online websites, portals, networks, or other
services. Staff must follow Club procedures to access the Club’s internet service.

Loss and damage: Staff are responsible for keeping devices with them at all times.
Supervisors and the Club at large are not responsible for the security and condition of any
staff member’s personal device.

Furthermore, the Club is not liable for the loss, damage, misuse, or theft of any personally
owned device brought to the Club.

Password and access: To prevent unauthorized access, devices must lock themselves and
require authentication using the strongest features available on the device. A minimum
standard would require a typed password of at least six characters or numbers, though
some devices utilize fingerprint or other biometric technologies.

Disallowed apps and/or websites: Accessible websites and services on devices used by
any staff are restricted by blacklist services by content and category.

EMERGENCY OPERATIONS PLAN POLICY

EMERGENCY OPERATIONS PLAN (EOP)

Boys & Girls Clubs of Dorchester maintains an Emergency Operations Plan (EOP). The plan
encompasses the following elements:

e Mitigation, preparedness, response, and recovery for the following types of
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emergencies:
Fire
Weather (tornado, flooding, hurricane, etc.)
Lockdown (for interior or exterior threat)
Bomb threat
Suspicious package

O O O O O

e Training/drill schedule and reporting procedures for staff, volunteers, and
members.

e Developed and shared with local first responders, such as fire department
and lawenforcement agencies.

EOP ANNUAL REVIEW

Boys & Girls Clubs of Dorchester (BGCD) leadership will maintain a board-led safety
committee that regularly focuses on safety and will have oversight and responsibility for
the emergency operations plan in partnership with BGCD Leadership. The board-led
safety committee will be responsible for reviewing and updating the emergency
operations plan annually in partnership with BGCD Leadership.

FIRST AID AND CPR TRAINING

Boys & Girls Clubs of Dorchester always maintains a minimum of one First-Aid and CPF
trained staff on site during all operating hours when members are being served.

KEY DEFINITIONS

Emergency: An emergency is any event, natural or man-made, whether expected or
unexpected, that places life or significant Club assets in danger or threatens the ability to
conduct normal business operations and usually involves abnormal time constraints and
resource responses.

Mitigation: Mitigation is the effort to reduce loss of life and property by lessening the
impact of disasters or emergencies. For mitigation to be effective, we need to take action
now — before the next emergency occurs — to reduce human and financial
consequences later.

Preparedness: Preparedness helps everyone act quickly and decisively in the face of a
disaster or emergency and can minimize loss of property and prevent death and injury. An
effective emergency plan should include steps to ensure that those with disabilities or
special needs are provided with a proper evacuation strategy
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